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Abstract. Various electronic voting systems have been developed. But most of such systems have such disadvantages
as lack of transparency and the possibility to check the correctness of vote counting. The article considers the development of
voting systems using blockchain technology. It shows the possibility of increasing transparency, security and reliability of
electoral processes on the basic of blockchain technology, especially in conditions of limited recources. The practical
implementation developed by the authors is shown - an electronic voting system based on blockchain technology using smart
contracts in the Solidity language and a user interface in Python with the Web3.py library. An analysis of existing solutions
is carried out, their disadvantages are identified, the system architecture is proposed and the main functions are implemented:
registration of candidates, voting, protection against duplicate votes and automatic counting of results. The results of testing
in the Ganache environment confirmed the correctness of the system and its resistance to external influences. In comparison
with analogs, the design of the system proposed by the authors using blockchain technology is simple, accessible and highly
reliable, which makes it promising for implementation. The study of the evolution of electronic voting systems, the use of
blockchain technology for electronic voting systems contribute to the development of effective solutions for democratic
governance.
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Introduction

In the context of rapid digitalization and the growth of cyber-attacks, ensuring the transparency,
security and reliability of voting results is becoming a critical task for modern democratic processes.
Traditional voting methods, such as paper ballots and centralized electronic systems, are vulnerable to
fraud, external interference, and technical failures, which reduces voters' trust in the system and can lead
to the delegitimization of elections [1,2,3].

Blockchain technology provides an alternative approach based on a decentralized data storage
structure and the use of smart contracts to automate key procedures. In blockchain in these systems, each
vote is recorded as a transaction in an immutable chain of blocks, which eliminates the possibility of
falsifying results and ensures a high degree of security and transparency [4,5,6].

However, as noted in the work of Bhavani, D. D., et al. [7] and the study by Hajian Berenjestanaki
M., et al. [8], the implementation of such systems is associated with a number of challenges, including
technical complexity, lack of intuitive user interfaces, and the need for significant resources for
deployment. In addition, many existing solutions are focused on large-scale electoral processes and are
not adapted for use in resource-constrained settings such as educational institutions, local initiatives, or
pilot projects. Despite the obvious advantages of blockchain voting solutions, several important issues
remain unresolved, such as the high technical complexity of most of the implemented prototypes, the
lack of intuitive interfaces for end users, difficulties with deploying solutions in conditions of limited
infrastructure, and limited integration capabilities in educational and local initiatives.

Thus, there is a need to create a voting system that is easy to use, secure, and accessible to a wide
range of users, which can be quickly deployed and tested without significant technical and financial costs.
This work aims to address these issues by developing and testing voting systems based on blockchain
technology using smart contracts in the Solidity language and an interface developed in Python.
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The aim of the work is to study the possibility of developing a decentralized voting system based
on blockchain technology and implemented using smart contracts in the Solidity language and an external
user interface in Python with the Web3.py library. Unlike most existing solutions focused on large-scale
systems with high complexity of configuration [1,7], the proposed system is developed with an emphasis
on accessibility, ease of deployment and application in conditions of limited computing resources.

Materials and methods of research

In today's digital environment and the rise of cyberattacks, ensuring the transparency and reliability
of the voting system is of particular importance. Traditional voting systems are subject to the risks of
falsification and external interference, which threatens democratic principles and citizens' trust in
election results. The introduction of blockchain technology eliminates these shortcomings through the
use of decentralized data storage and the use of smart contracts that ensure automatic fulfillment of voting
conditions without third-party intervention.

Blockchain is a distributed database that stores information in a sequential chain of blocks. Each
block includes a hash of the previous block, a timestamp, and a set of transactions. This mechanism
ensures the integrity of the data and protects it from counterfeiting, since any change to the contents of a
block will change its hash and break the chain of blocks. The main elements of a blockchain include
nodes that store a copy of the entire chain of blocks, transactions that are records of user actions, and a
consensus mechanism that ensures data consistency between all nodes in the network. Depending on the
type of blockchain, different consensus mechanisms can be used, such as Proof of Work or Proof of
Stake.

The key element of the blockchain voting system is smart contracts - a program code stored in the
blockchain and automatically executed when predetermined conditions are met. The smart contract
defines the voting logic, including the registration of candidates, the recording of votes, and the counting
of results. Since the execution of the contract is controlled by a decentralized network, the possibility of
data falsification and outside interference is excluded. In this paper, the Solidity programming language,
specially developed for work in the Ethereum network, was chosen for the implementation of the smart
contract. The language provides built-in mechanisms for event processing and protects against data
overflows, which is critical for ensuring the reliability of the voting system. To create the external
interface, the Python language with the Web3.py library is used, which provides connection to the
Ethereum network, execution of contract calls and processing of events in the blockchain. This
combination of tools allows for the implementation of a convenient and secure interface for users,
ensuring automatic data transfer between the smart contract and the user interface.

Results and its discussion

When developing the blockchain voting system, a careful selection of tools was carried out.
Solidity was chosen as the programming language for writing smart contracts due to its flexibility and
built-in security tools. The platform for developing smart contracts was the Truffle framework, which
simplifies the process of compiling and deploying contracts in the Ethereum network. Ganache was used
as a testing environment - a local blockchain that emulates the operation of the Ethereum network and
allows you to track the execution of transactions in real time. Python with the Web3.py library was used
to create the external interface, which made it possible to implement convenient interaction with the
blockchain and automate the process of transferring data between the interface and the smart contract.

The architecture of voting systems based on blockchain technology is diverse [9,12]. The
architecture of the system developed by the authors includes three main components: blockchain, smart
contract and user interface. The blockchain stores data on registered candidates, users who voted and
election results. The smart contract manages the voting process, including candidate registration, vote
processing and results counting. The external Python interface with the Web3.py library provides user
interaction with the system, including vote registration, checking the voting status and displaying the
results. Figure 1 shows the voting user interface, which provides the ability to select a candidate, send a
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vote and view the current results. This approach makes the voting process transparent and simple for all
categories of users. (Figure 1).

lonocoBaHue 1

1 Nonocos 0 MNonocos

Kanpmpar 1 Kanpupar 2

KonuuecTso ronocos

Figure 1. Voter interface

The system starts with the registration of candidates, which is done by calling the appropriate smart
contract method. After registration, the user gets the opportunity to vote by choosing one of the
candidates. When sending a vote, the smart contract verifies the user's right to vote, preventing the
possibility of re-voting. The vote is registered in the blockchain as a transaction, after which the votes
are automatically counted and the results are updated. Thanks to the decentralized data storage
mechanism, the voting results are protected from external interference and falsification.

During the smart contract implementation phase, variables and data structures were defined to store
the list of candidates, registered users, and voting results. The main methods of the contract include:

- method of registration of candidates;
- method of sending a voice with user rights verification;
- method of counting votes and publishing the results.

The smart contract also implements a mechanism to protect against double voting based on the
mapping structure, which checks the user's status and blocks re-sending of the vote. The smart contract
code includes error handling and protection against external attacks due to strict data control and
fulfillment of transaction conditions.

The external interface is implemented in Python using the Web3.py library. At the interface
initialization stage, a connection to the smart contract is made via the Ganache URL takes place. User
input is checked for correctness, including checking the candidate name format and the absence of
duplicate voting. Voting results are displayed in the interface in real time, which increases the usability
of the system for end users.

The voting system was tested in the Ganache environment on a local blockchain. During the
testing, the correctness of the transactions was confirmed, including the registration of candidates,
sending votes and counting the results. The system’s resistance to external attacks showed the absence
of vulnerabilities in the voting mechanism, due to strict data verification and decentralized storage of
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information. Figure 2 (Figure 2) shows successfully executed transactions in the Ganache environment,
reflecting the user’s interaction with the smart contract. The window displays key transaction parameters,
such as the sender, recipient, hash, amount of gas and execution status, which confirms the correct
operation of the system during testing.

& Ganache _ a X

) BLOCKS (::) TRANSACTIONS  ( CONTRACTS (L)) EVENTS {@j\ LOGS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
310 20000000000 1000000000000000 MERGE 5777 HTTP://127.0.0.1:7545 AUTOMINING TEST2

TXHASH
0x71ad94b29ac72169dadfe8222aac9be20746330ce430ch7¢c5b7105bf204a3734

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x48aAAA1075ebcDacB1Fe751383226174fb3Da5fC 0x963ebD09928D29a572BabcOEbOO1eBdEI49e1FET 75767 0

TXHASH
0x00264601f8158a8faa256e86321a82c8b310b136cfbc01d489251f3eabef73e5

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x3bcd7226E2Ec2125D8103175650BD1D066B13BAe 0x963ebD09928D29a572BabcOEbOO1eBdEI4Ie1FET 59641 0

TXHASH
0xeb88b5a610293014cdbaf77fd3b04b2b1814ed4611fd3akabbee8e4f55chc008

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x3bcd7226E2Ec2125D8103175650BD1D066B13BAe 0x963ebD09928D29a572BabcOEbOO1eBdEI4Ie1FEF 74688 0

TX HASH
0xde0538eeb72c7f0447117dd97e0aa976268ea44ce57fcd02bcfOf9b524261813

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x3bcd7226E2Ec2125D8103175650BD1D066B13BAe 0x963ebD09928D29a572BabcOEbOO1eBdEI4Ie1FET 50402 0

TXHASH
0x53daa7fe8485376061dc36bsaf9a9cd6d0c2e79deefebe7f0fb13af30bc029b4

Figure 2. Examples of successful transactions in the Ganache environment

The results of the smart contract execution confirmed the successful implementation of all declared
functions. The system correctly processes the registration of candidates, accepts votes from users and
automatically calculates the results. The Python interface ensures a stable connection with the smart
contract and instantly displays the voting results.

The analysis of the system's resistance to external influences showed a high degree of protection
against attempts to falsify data. Protection against double voting, verification of user rights at the stage
of sending a vote and the use of a distributed data storage structure ensure a high level of system
reliability. Thus, the developed blockchain-based voting system demonstrated successful fulfillment of
all functional requirements and resistance to external threats.

Evaluation of the accuracy and reliability of the system

The developed blockchain-based voting system was tested in the conditions of an emulated
Ethereum network using the Ganache development environment. During the testing, tests were
conducted on the correctness of the main functions of the system, including registration of candidates,
sending votes and automatic calculation of results. The testing results showed that the system stably
performs all the declared functions without failures and errors. The accuracy of the system was verified
by multiple tests with different voting scenarios. In particular, the following situations were simulated:

- voting when there are several registered candidates;

- sending votes from different users;

- attempts to vote again from one account;

- completion of voting and automatic counting of results.
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In all tests, the system correctly processed input data, excluded the possibility of repeated voting
and ensured accurate vote counting. Verification of the voting results showed their full compliance with
the actual votes sent, which indicates the high accuracy of the smart contract. The reliability of the system
is ensured by the use of a decentralized data storage mechanism, which eliminates the possibility of
substitution or deletion of information about votes. Since each vote is recorded in the blockchain as a
transaction, the data is protected from changes after they are added to the chain of blocks. Additional
protection is provided by the mechanism for checking the user's access rights to vote and control over
the uniqueness of the sent vote using the mapping structure in the smart contract.

To assess the competitiveness of the developed system, comparative tests were conducted with
other existing blockchain solutions, such as Follow My Vote and Voatz [13-17]. The main comparison
criteria included: accuracy of voice processing, protection against double voting, ease of use of the
interface, transaction processing speed, resistance to external attacks.

Follow My Vote System [16] is based on the BitShares blockchain and uses the Delegated Proof
of Stake (DPoS) consensus mechanism. The main advantage of this solution is the high speed of
transaction processing due to the use of a delegated confirmation mechanism. However, during testing,
a dependence of the system speed on the number of active nodes in the network was revealed, which can
reduce performance during periods of high load.

Voatz [17] uses a private blockchain based on Hyperledger Fabric with the Practical Byzantine
Fault Tolerance (PBFT) consensus mechanism. This ensures high transaction speeds, but limits the level
of decentralization, since control over the network nodes remains with the system operator.

Unlike the above solutions, the developed system uses the Ethereum blockchain with open access
to the network and the Proof of Work (PoW) consensus mechanism, which ensures a high degree of
decentralization and reliability of data storage. Despite the potentially lower transaction processing speed
in the Ethereum network compared to private blockchains, the tests showed stable operation of the system
under standard load during voting. In addition, integration with Python through the Web3.py library
made it possible to implement an intuitive interface, which simplifies the use of the system by end users.

Thus, in comparison with similar solutions on the blockchain, the developed system demonstrated
a high degree of reliability and data protection due to the use of the open Ethereum network and strict
control of transactions at the smart contract level.

One of the key advantages of blockchain technology is its high resistance to data falsification due
to decentralized storage of information and cryptographic protection of blocks. During testing, a series
of tests were conducted aimed at checking the system’s resistance to possible threats, including:

- attempts to change votes already submitted;

- attempts at double voting;

- interference in the vote counting process from outside;

- attacks on the Ethereum network with the aim of breaking consensus.

A test of the system's resistance to attempts to change data showed that the structure of the
Ethereum blockchain excludes the possibility of changing already added blocks without recalculating all
subsequent blocks in the chain. Since the Ethereum network uses the Proof of Work mechanism,
successfully changing data in the blockchain would require colossal computing resources, which makes
an attack on the network virtually impossible in terms of hardware costs and energy consumption.

Attempts to re-vote were successfully blocked at the smart contract level by using a mapping
structure that records the fact that a user has voted and prohibits sending a second vote from the same
address. When attempting to send a second vote, the smart contract returned an error message and
rejected the transaction.

Tampering with the vote counting process was impossible due to the automatic execution of the
smart contract conditions in the blockchain. The vote counting was performed automatically after the
end of the voting period, and the results were stored in the blockchain in an immutable form.
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The test results confirmed the high resistance of the system to external attacks and data falsification
due to the use of protection mechanisms embedded in the Ethereum blockchain architecture and the logic
of the smart contract. The use of a decentralized network and strict data control at the code level provided
reliable protection against attempts to interfere with the voting process and change the results.

Most electronic voting systems have shortcomings, such as lack of transparency and the ability to
verify the correctness of vote counting. The developed voting system based on blockchain technology
using a smart contract allows you to protect against external influence during vote counting, from
duplicate votes. Compared with similar systems, the system proposed by the authors using blockchain
technology is simple, accessible and highly reliable, which makes it promising for implementation. The
study conducted by the authors and the proposed electronic voting system based on blockchain
technology will contribute to the transparency of elections and the democratization of governance at any
level.

Conclusion

In the course of the performed research, the set goal was achieved - a - a voting system based on
blockchain technology using a smart contract implemented in the Solidity programming language was
developed. The developed system includes a smart contract that ensures the registration of candidates,
voting and automatic vote counting, as well as an external interface in Python, implemented using the
Web3.py library for communication with the Ethereum blockchain.

During the research, a smart contract for voting on the blockchain was successfully tested. During
the testing process, the system demonstrated stable operation, correct execution of all functions and
protection against attempts at repeated voting. The smart contract implements an automatic vote counting
mechanism, guaranteeing the accuracy and reliability of the voting results.

Implemented an external interface for voting using Python. The external interface provides ease of
use through an intuitive interface and direct interaction with the smart contract via the Web3.py library.
Users can register in the system, vote, and receive voting results in real time.

The system has demonstrated resistance to hacking and falsification attempts. Thanks to the use of
the Proof of Work consensus mechanism in the Ethereum network and the built-in smart contract checks
for unique voting, the system is reliably protected from repeated voting and external interference.
Attempts to change data or violate the voting algorithm were successfully blocked at the level of smart
contract logic. Thus, the developed voting system demonstrated a high level of reliability, security and
functionality, which confirms the successful implementation of the project and the achievement of the
set objectives.

The developed system has significant potential for further development and improvement, such as
adding new features to expand voting capabilities, optimizing the vote counting algorithm through
asynchronous processing methods. Thus, the developed blockchain voting system not only demonstrates
the successful implementation of the basic functionality, but also lays the foundation for further
improvements and extensions, which opens up broad prospects for implementation in real voting
scenarios.
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AHaaTna. DIeKTPOHIBIK Jaybic OepyIliH opTypii KyHenepi KypburraH. bipak MyHmal >kydenepaiH KeNuIIirinme
AIIBIKTHIKTEIH OOJIMaybl JKOHE [aybICTapIbl CAaHAYIBIH AYPBICTBIFBIH TEKCEPY MYMKIHAITIHIH JKOKIIBUIBIFBI CHSKTHI
KeMmImriikrepi 6ap. Maxkanmaga OJIOKYEHH TEXHOJOTHMSACHIH KOJAAaHA OTBIPBINI Jaybic Oepy KyHenepiH Kypy Maceiemnepi
KapacThIpeUIFaH. BIOK4YeiH TEXHOJOTHMICH HETi3iHze, oacipece IMIeKTEYJl pecypcrap KaFmailblHAa caiyiay MpoIecTepiHiy
AIIBIKTBIFBIH, KOPFATYBIH JXKOHE CEHIMAUITIH apTTBIPY MYMKIHAIr KepceTinreH. ABTOpiap HMPaKTHKaAa iCKe achIPBUIFaH
KOCBIMIIIa YCHIHBUIFaH - OJOKYEHH TEXHOJIOTHMSCHIHA HETi3/IeJITeH JIICKTPOHABI naybic Oepy skyieci, Solidity Ttuminzmeri
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K.)Ky0aHoB aTbiHIarsl AKTOOE OHIpIIK yHUBEpCUTETiHIH Xabapuibickl, Ne2 (80), mayceim 2025
duznka-maremaruka-Ousnka-maremaruka- Physics-mathematics

aKpUIABl KeJiciMImaprrapiaH jkoHe Web3.py KkiTamxaHackl KojijgaHelUran Python timiHae KypbUIFaH maiijanaHyIibl
nuHTepdeiiciHieH TypaThlH. Makaja aBTOpiapbl KOJIAHBICTAFbl IMICIIIMAEpre TallAay KYPrisil, oJlapAblH KEeMIIUTIKTepiH
AHBIKTAJIbI, )KYHECHIH apXUTCKTYPACHIH YCHIH/IbI )KOHE KOCBHIMIIAHBIH HETi3ri QYHKIMAIAPBIH iCKe achIpIbl: KaHIUAATTAPIbI
Tipkey, naybic Oepy, KalTajnaHraH JaaybicTapiaH KOpFay J>XOHE HOTIDKeNepAli aBTOMAaTThl Typle ecenrey. Ganache
OpTacHIHIAFBI TECTINIEY HOTIKENepi XYHEHIH AYPHIC XYMBIC ICTEYiH JKOHE CBIPTKBI ocepiiepre TO3IMALIITIH pacTalbl.
AHaJorTapMeH CcanbICTBIPFaHAA, aBTOPJAp YCHIHFAH OJOKYEHH TEXHOJOTHACHIHA HETI3NeNreH >KYWeHiH Iu3aiHbI
KaparmaibIMIBUIBIFBIMEH, KOJI JKETIMAUTITIMEH JKOHE KOFaphl CeHIMIITITIMEH epeKIIeNeHe i, Oy1 KYHeHi KOIJaHbICKa eHT13y
YIIiH MepCIeKTHBANBI eTedi. ABTOPIApABIH JICKTPOHIB! Jaybic Oepy >KyHeepiHiH 3BONIOUMACHIH 3epPTTEYi, SJIEKTPOHIBI
nmaybic Oepy kyiienepi yiiH OJOKYeHH TeXHOJOTHACHH KOJIaHy IeMOKPATHSIIBIK OacKapyIbIH THIMII MISMTMIEPiH KypyFa
BIKIAJ ETeI.

Tyiiin ce3mep: OsokueiiH, payeic Oepy oKy#enepi, OJEKTPOHABI JAaybic Oepy, aKbULABl KeJiciMIIapT,
OPTAJIBIKCHI3IaHIBIPY, MAJIIMETTEP KayiNcCi3airi, KYNusUIbLIBIK
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AHHOTanusi. Pa3zpaboTaHbl pa3muyHBIE CHCTEMBI 3JEKTPOHHOTO TrojocoBaHWs. HO OONBIIMHCTBO TaKHX CHCTEM
HMEIOT TaKHe HEJOCTATKH KaK OTCYTCTBHE IPO3PAYHOCTH U BO3MOXKHOCTH TPOBEPKU MPABMIIBHOCTH IIOJICUETA TOJI0COB. B
CTaThe PACCMOTPEHBI BONPOCHI Pa3pabOTKN CHCTEM TOJIOCOBAHMS C HCIIOJIB30BaHHWEM TeXHOIOrumu OnmokuerH. [lokazaHa
BO3MOXXHOCTh TIOBBIIICHHS IPO3PAYyHOCTH, 3AIUIICHHOCTH M JOCTOBEPHOCTH HJIEKTOPAIBHBIX IPOIIECCOB HAa OCHOBE
TEXHOJIOTUH OJIOKYEHH, OCOOCHHO B yCIIOBHAX OTpaHUICHHBIX pecypcoB. [loka3aHa pa3paboTaHHas aBTOpaMHU IIPAKTHYECKAs
peanm3anys - CHCTEMa JIEKTPOHHOTO T'OJIOCOBAaHHS Ha OCHOBE TEXHOJIOTHHU OJIOKYEHH C MCIOJIb30BaHUEM CMapT-KOHTPAKTOB
Ha s3bike Solidity u mosb3oBarenbeckoro untepdeiica Ha s3bike Python ¢ 6ubnmorexoir Web3.py. IlpoBenen anamms
CYIIECTBYIOIINX DEIICHUH, BBIABICHBI UX HEJOCTAaTKH, MPEMJIOKEHAa apXHUTEKTypa CHCTEMBI M PEaJu30BaHbl OCHOBHBIE
(GYHKIMH: perucTpanys KaHAWAATOB, TOJIOCOBAHWE, 3alliTa OT MOBTOPHBIX TOJIOCOB W aBTOMATHYECKHIl MOJcYer
pe3ynsTaToB. Pe3ynpTaTel TecTHpoBaHus B cpene Ganache moaTBepAUIN KOPPEKTHOCTh PAOOTHI M YCTOHYHNBOCTD CHCTEMBI K
BHEIIIHUM BO3JCHCTBUSAM. B cpaBHEHHH ¢ aHANIOTaMH IPEUIOKEHHOE aBTOPaMHM KOHCTPYKIUS CHCTEMBI C MPUMEHEHHEM
TEXHOJIOTUH OJIOKYEHH OTIMYaeTcs MPOCTOTON, TOCTYITHOCTBIO U BBICOKOH Ha/Ie)KHOCTBIO, UTO JIENIAET €ro IePCHEKTHBHBIM
Jutsl BHeApeHus. VcenenoBanne 3BOIIONNN CUCTEM 3JIEKTPOHHOT'O TOJIOCOBAHMS, NCTIOIL30BAHIE TEXHOJIOTHN OIOKYCHH A1
CHCTEM DJIEKTPOHHOTO TOJIOCOBAaHMS CIIOCOOCTBYIOT pa3paboTke 3(P(EeKTHBHBIX peHmIeHuH Uil J1EeMOKPaTHYECKOTO
YIpaBJIeHHUSI.

KnioueBble ciaoBa: OnOKYEelH, CHCTEMBI T'OJOCOBaHHWS, JJICKTPOHHOE TOJIOCOBAHHE, CMapT-KOHTPAKT,
JIeIEHTpaIN3aLusl, 0€301aCHOCTh JJAaHHBIX, KOH(PHUICHINAIbHOCTh
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