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Abstract. Blockchain electronic record is an innovative approach for storing health information. There is still an issue
with protection of blockchain from unauthorized access. Healthcare industry clearly distinguishes several types of users,
which can access medical data. Authors recommend to use of roles as authorization policies in healthcare systems. On the
other hand, using only roles does not provide detailed checks and is not sufficient for achieving privacy. The paper is
concerned with the application of Hybrid Role and Attribute Based Access Control (HRABAC) in blockchain systems. This
model uses roles and policy functions with attributes for authorization. Use cases are presented for three roles: Admin, Doctor
and Patient. A concrete project with blockchain smart contracts is developed in the programming language Solidity. Data
protection with detailed checks is applied from the model HRABAC. The access control decisions are tested with test suite
Truffle. The test results meet the requirements for privacy. This paper shows that HRABAC is easy to apply and secure model
for blockchain applications in healthcare.

Key words. access control, authorization, blockchain, electronic health records, hybrid role and attribute based access
control, smart contracts.

Introduction

Authorization or access control [7] is a part of the security of software applications. It regulates
the subject’s access requests to an object (resource) according to assigned permissions. For example, the
subject can insert or read data, if the corresponding user has been previously authorized to perform such
actions in the system.

Authorization is a main task in blockchain and especially in Electronic Health Records (EHRS)
[14], because they contain sensitive personal information. Authors recommend roles to be used in EHRS
as access control approach [13]. Roles are used as policies in Role-Based Access Control (RBAC) [9],
that is published in 1996 [10]. It is the most popular model in enterprise software. RBAC does not check
permissions in detail. Attribute-Based Access Control (ABAC) [12] is another popular model for
authorization. It provides detailed checks applying fine-grained policies with attributes, that protect
personal data. ABAC has a disadvantage — it is complex to be applied. It is a good approach to use
benefits of both access control models — RBAC and ABAC [11] and to avoid their limitations.

Role-Based Access Control Using Smart Contract (RBAC-SC) [1] is presented in 2018 and it is
designed for blockchain. RBAC-SC consists of a smart contract, that includes functions for creating user-
role assignments, and a challenge-response protocol, which verifies the role of the user. RBAC-SC is
appropriate for users, that belong to different organizations. It does not provide fine-grained access
control.

In 2020 a scalable RBAC system [2] is proposed. It is deployed on network that use a specific
blockchain protocol. The nodes share capabilities with gasless transactions. The system lacks detailed
authorization checks before accessing an object.

A solution for data management [3] is introduced in 2020. It applies roles and rules in smart
contracts for access control purpose. There is peer-to-peer network, where the nodes can participate in
different institutions. The access control is distributed between blocks in the application. It does not
provide fine-grained access control.

An access control approach using blockchain approach is introduced in 2020 [4]. It is RBAC model
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designed for blockchain smart contracts and knowledge management system. Algorithms for smart
contracts are proposed. This approach does not provide detailed checks before accessing an object.

Dynamic and Fine-grained Role-Based Access Control Scheme [5] is published in 2021. The model
is designed for smart contracts. The roles are assigned to user with encryption of attributes. Anyway,
there are not detailed checks, when accessing different objects within one role — for example own record
and not own record (of another user). Therefore, there is a lack of fine-grained access control.

New architecture with smart contracts, that is designed to 10T, is proposed in 2024 [6]. It uses only
attributes and provides fine-grained authorization. The proposed scheme consists of five entities: 10T
device, gateway, cloud server, data user and blockchain. 10T device collects data and stores it to cloud
servers via using a gateway. The gateway is an agent for a group of devices. It applies access control
policies to protect the blockchain nodes. Cloud server stores encrypted data from 10T gateway. Data users
obtain ciphertexts from cloud servers and decrypt them. Blockchain stores access control policies in
smart contracts. Anyway, authors have concluded, that using only attributes for authorization is complex
[11]. Furthermore, in the healthcare industry, roles as job titles: doctor, admin and etc., guarantee that
within each role the users have the same access rights. Role as access control policy is more auditable.
There is no author who suggests not using roles for healthcare industry [13].

The access control model HRABAC, that is proposed in 2021 [8], extends RBAC with adding
policy functions, that compare the values of certain attributes of subject with the values of the relevant
attributes of the object. This provides fine-grained access control in the systems, which implement it. In
this paper, we will show how to use HRABAC in a blockchain application for the healthcare industry.
Different use cases are shown. Smart contracts that implement the model HRABAC in blockchain have
been developed and presented.

Materials and methods of research

Let there is a healthcare blockchain application. There are three types of users: admin, doctor and
patient. In the context of HRABAC, we can determine three roles: Admin, Doctor and Patient, that are
relevant to these three user types.

The role Admin can view all EHRs in the system. The role Admin has no requirement for more
detailed authorization checks to be performed.

The users who have the role Doctor can create new EHR and can see only these EHRS, which
they have previously created for their own patients.

The users with the role Patient should see only his/her own EHRs.

These use cases for the above-mentioned roles are shown in Figure 1 below.

[ ViewallEHRs |
.\\ ,,/..
— Admin

( View own
\ pahent s EHRs

Create EHR / Doctor

View own
EHRs

Patient

Figure 1. Use-case diagram of electronic healthcare system
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A health record in blockchain can be represented as struct in programming language Solidity [15],
as it is shown on Listing 1.

struct HealthRecord {
address patient;
address doctor;
string data;

uint256 id;

mapping (uint256 => HealthRecord) public healthRecords;

Listing 1. A health record in blockchain

A role can be represented as struct in Solidity. The attribute isActive is included for additional
security. The names of roles are constants, as it is shown on Listing 2.

struct Role {
bytes32 name;

bool isActive;

mapping (address => Role) public roles;

mapping (address => bool) public isActive;

bytes32 public constant PATIENT = keccak256("Patient");
bytes32 public constant DOCTOR = keccak256("Doctor");
bytes32 public constant ADMIN = keccak256("Admin");

Listing 2. Roles of HRABAC in Solidity

Attribute policies of HRABAC can be implemented as functions in blockchain smart contracts,
that compare subject attributes with object attributes, as it is shown on Listing 3.

J//policy with attributes
function policyOwn(address _subjectAttributeValue, address _objectAttributeValue) public pure returns (bool) {

return _subjectAttributeValue == _objectAttributeValue;

Listing 3. Attribute policy in smart contract

The access control checks of HRABAC in a function of Solidity smart contract are shown on
Listing 4.
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//get data of a healthRecord

function seeHealthRecordData{uint256 healthRecordID) public returns (string memory) {
if (this.checkIsActive(msg.sender) &&
(this.policyOwn(msg.sender, healthRecords[healthRecordID].patient) ||
this.policyOwn(msg.sender, healthRecords[healthRecordID].doctor) ||
ADMIN == roles[msg.sender].name))

{
return healthRecords[healthRecordID].data;

b
return "';

¥

Listing 4. A function of smart contact that permits/denies access to personal data

There are two types of authorization checks in HRABAC:

e a check for a suitable role;

e applying a policy that compares the values of subject attributes with the values of object
attributes.

Results and its discussion

The access control decisions [17] of the proposed implementation of HRABAC are tested with test
suite Truffle [16].

In the testing, there are considered the following scenarios:

1. A user, that is assigned to role Doctor, makes an access request to previously created from
him/her record with medical information. The user is active and the role is active. The test checks
whether the access is permitted. The expected result is, that Doctor can see previously created from
him/her EHR;

2. A user with the role Doctor makes an access request for an EHR, which is created from another
doctor. The user is active and the role is active. The test checks whether the access request is rejected.
The expected result is, that Doctor cannot see an EHR, which is created form another doctor;

3. A user who is assigned to the role Patient tries to access an own EHR. The user and the role are
active. The test checks whether the access is granted. The expected result is, that Patient can see his/her
own EHR.

4. A user with the role Patient makes an access request for an EHR, that is not owned by him/her.
The user and the role are active. The test checks whether the access is denied. The expected result is, that
HRABAC prevents Patient to see an EHR of another Patient;

5. A user with inactive account (address), that is assigned to the role Patient, makes an access
request to own EHR. The test checks whether the access decision is False (access denied). The expected
result is False.

6. A user with the role Admin tries to access an EHR. The user is active and the role is active. The
test checks whether this user is able to see the medical information. The expected result is, that Admin
can see the EHR.

7. An inactive user with the role Admin makes an access request to an EHR. The test checks
whether there is refusal of revealing the medical information (access denied). The expected result is, that
inactive Admin cannot see the EHR.

Now, let unit tests be run with Truffle [16]. For each of the mentioned test scenarios, there is a
check that compares the actual result with the expected result. If the test passes, this means there is no
divergence between the result and expectation.

The results from testing of HRABAC are shown on Figure 2.
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Contract: HRABAC
[ 1. - Test HRABAC - test whether doctor can create and access own created health record
[ 2. - Test HRABAC - test whether doctor CANNOT access NOT own patient's created health record
[ 3. - Test HRABAC - test whether patient can access own health record
[ 4. - Test HRABAC - test whether patient CANNOT access NOT own health record

[ 5. - Test HRABAC - test whether inactive patient CANNOT access own health record
J 6. - Test HRABAC - test whether admin can access health record
J 7. - Test HRABAC - test whether inactive admin CANNOT access health record

ing (7s)

Figure 2. The results from testing HRABAC in healthcare blockchain system

All the tests passed and real results meet the expectations. Therefore, the access control model
HRABAC works and it can be implemented in smart contracts, in order to protect data in blockchain
healthcare systems.

Conclusion

This paper proposes an example implementation in Solidity of the model HRABAC in blockchain
smart contracts designed to healthcare industry. There are three types of roles, that require different level
of granularity for each. High granularity is achieved by using policy functions that compare the values
of corresponding subject’s attribute and object’s attribute.

The work of the model HRABC is tested against several test scenarios. The unit tests passed
without divergence with the actual and the expected result. Therefore, the access decisions are made
correctly.

The model HRABAC is proven to be secure. It can be implemented in blockchain smart contracts,
in order to keep sensitive data (like medical information) private. In the future, HRABAC can be applied
and tested in other new technologies.
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AnpaTtna. brok4eliH 35eKTpOH/IBIK jka30a eHCaYIIbIK Typalbl aklapaTThl CaKTayFa apHaIFaH WHHOBALWSUIBIK TOCLI
Gosein TaObUTaIEL. briokueitHl pyKcaTchl3 KipyIeH Kopray Macereci aiti ge 6ap. [leHcayblk cakTay canachl MeIUIMHAIBIK
JIepeKTepre KOJI )KeTKi3e ajlaThIH MaiilalaHyIIbLIap IblH OlpHelle TYPiH alKbIH aKbIpaTaibl. ABTOpPJIAp PONEPli IeHCaYIIbIK
caKTay JKYHeciHJIerl pyKcar cascaTbl peTiHIe Naijananyabl yebiHabl. EKiHIN jKaFbIHAH, TEK peiepli naijanany erxeii-
TEDKEITl TeKcepyJiepi KaMTaMachl3 €TICH Il KOHE KYIMHMSUIBUIIBIKKA KOJI JKETKI3y YIIH JKeTkimikcis. JKyMmbic Osokueiin
xyhenepinae I'mOpuari pea MeH aTpuOyTKa Heri3aeareH Koi xerkizyai 6ackapyasl (HRABAC) konganyra KaTbICThl. by
YJITi aBTOpHM3alys YLIiH aTpuOyTTaphl 0ap pesgep MeH cascar GYHKUHMsIapbiH naitnanananpl. KongaHy »karnaiiaapsl yur
peare apHasiran: Okimiii, Jopirep xone [Naruent. Solidity 0armapiamanay TimiHae OJ0KUYSHH CMapT KeiciMIapTrapbl 6ap
HakTHI j)k00a a3ipieHreH. Erkeif-rerxkeitni tekcepynepmer nepekrepai kopray HRABAC yoriciHeH xonmmaHbsiansl. Ko
xeTKizyni 6ackapy memrimaepi Truffle ceiHak KUBIHTBHIFBIMEH Tekcepinieni. ChIHaK HOTHOKENEpl KYMSUIBIIBIK TajlarTapbiHa
coiikec xeneni. byn kyxxat HRABAC konjaHy oHail %aoHe JIeHCayIIbIK CaKTay CaJlaChIHaFbl OJIOKYEHH KOChIMIIANAPh] YIIiH
KayiIrci3 MOJIeNb eKEeHIH KopceTe/Ii.

Tyiiin ce3mep: Ko KeTKi3yAl Oackapy, aBTOpU3alMsUIIay, OJIOKYEHH, JJICKTPOHABIK MEAUIIMHAIIBIK KapTanap, pejiep
MEH aTpuOyTTapra HeTi3AeNTeH THOPUATI KOJI KETIMAUTIKTI 6acKapy, akKbUIIbI KelliciMIIapTTap.
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AHHOTanusl. DJEKTPOHHBIE 3alMCH Ha OCHOBE OJIOKYEHHA NPENCTaBIAIOT COO0O0H WHHOBAIMOHHBIA IMOJAXOJ K
XpaHEHHI0  MEAMUMHCKOW  mHpopMarmu. [lo-mpexxHemMy — cymecTByeT mpoOiiema  3amurhl  OJNOKYeiHHAa  OT
HECaHKIIMOHUPOBAHHOTO A0cTymna. B chepe 31paBooXpaHeHus YeTKO pa3inyatoT HECKOJIBKO THUITOB MOJIb30BaTEIIeH, KOTOPHIE
MOTYT HOJYYUTH JIOCTYN K MEIULIMHCKMM JaHHBIM. ABTOpPBI PEKOMEHIYIOT HCIOJb30BaTh POJM B KadeCTBE IOJIUTHK
aBTOPU3AIMHU B CUCTEMaX 3/ipaBooxpaneHus. C qpyroi CTOpOHBI, HCIIOIb30BaHUE TOJIBKO POoJiel He 00ecieynBaeT AeTalIbHOM
MIPOBEPKH M HEJOCTATOYHO IS TOCTIDKEHNS KOHQHUICHIINAIBHOCTH. B cTrarse paccmarpuBaercst mpuMeHeHne [ nopugHoro
KOHTPOJIS T0CTyTa Ha ocHOBe poieit u atpudyToB (HRABAC) B Gok4eifH-cricTeMax. B 3Tol MOJem HCIOMB3YIOTCS POIH
1 (QyHKOUU TOJNWTHKH C aTpuOyTaMH Uil aBTOpH3alud. [IpeicraBieHbl BapHaHTBHI HCIIOIB30BaHMS JUIA TPEX POJICH:
AnmvuHucTpaTop, Bpau u [Tanuent. KOHKpeTHBIH MPOEKT ¢ HCMONBb30BaHNEM CMapT-KOHTPAKTOB Ha OJIOKUYeiHe pa3paboTaH
Ha si3bike porpammupoanust Solidity. Tlpumensiercs 3amunTa qaHHBIX ¢ MOAPOOHBIMU poBepkamu o moaenn HRABAC.
PemieHus mo KOHTPOIIIO AOCTYIa MPOBEPSIOTCS ¢ MOMOIIbI0 TecToBoro Habopa Truffle. PesympraTel TecTa cooTBETCTBYIOT
TpeboBaHusIM KoH(puAeHIManbHOCTH. B nanHOW cratbe mokazano, uto HRABAC — s3ro mpocrtas B NpUMEHEHUH U
Oe3omacHas MOJENb Ul IPUIOKEHUH OJIOKYeHHA B 3APaBOOXPaHEHUH.

KaioueBble ciioBa: KOHTPOJIb JOCTyNa, aBTOpPHU3alMs, OJIOKUYEHH, dJIEKTPOHHbIE MEAMIMHCKUE KapThl, THOPHIHOE
yIpaBJeHUe JOCTYIIOM Ha OCHOBE poJiei U aTpuOyTOB, CMapT KOHTPAKTHI.
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