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Abstract. This article is devoted to the study of the phenomenon of digital criminology - an emerging field of
scholarship that examines the potential for artificial intelligence (Al) to be used by offenders, including the category of
offences conventionally referred to as Al-crime. The object of the study is crime, victimization, and justice under the
conditions of digital society, where the boundaries between online and offline reality are increasingly blurred; the subject of
the study is the risks and ethical dimensions of employing Al for criminal purposes. The aim of the work is to define the
contours of digital criminology on the basis of an interdisciplinary, techno-social approach that integrates criminology,
philosophy of technology, and cyberlaw. The methodological foundation of the study comprises comparative-legal,
systemic, and structural-functional analysis, along with elements of predictive modeling. The article examines such
manifestations of digital crime as automated cyberattacks, deepfake generation, algorithmic fraud, and the manipulation of
user behavior through recommendation systems. It is shown that the emerging field of techno-ethics has yet to develop
stable criteria for assessing deviant online behavior, and that existing legal mechanisms insufficiently account for the
specific nature of algorithmic and autonomous forms of unlawful activity, including the problem of attributing
responsibility where autonomous systems are involved. Particular attention is given to issues surrounding the legal
classification of acts committed with the use of generative models, as well as gaps in the evidentiary basis for digital crimes.
The article substantiates the need to improve criminal legislation, to develop specialized educational programs, and to train
personnel capable of countering cybercrime in a «hybrid» world, where the line between human and machine agency is
becoming increasingly indistinct, and where traditional models of guilt and intent require reconsideration.
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Introduction

The penetration of digital technologies into all spheres of everyday life allows us to say that «life
has been digitized», and a person, despite his consent, is increasingly becoming a subject of digital
data. For a long time, researchers in Computer Science were so fascinated by the endless potential of
new technologies that the negative consequences of their use were underestimated or neglected [1] -
this position was called «technooptimism» and is characterized by an inability to effectively compare
benefits and risks. This was reflected in Google's corporate code under the previous slogan «Do not do
Evi» [2].

Today, experts in the field of technology and forensics admit: Al systems open up new
opportunities not only for serious crimes, but also for dubious practices in law enforcement. The
growth of digital criminality shows that the rapid development of technologies simultaneously opens
the way for offenders and complicates the structure of criminality [3]. At the same time, many of the
social consequences of technological changes - in particular, in the areas of predicting and preventing
crime, strengthening control and transforming criminal justice practices - remain little studied, although
international organizations, including Interpol and UNICRY, are developing relevant recommendations
for the use of artificial intelligence and robotics in law enforcement [4].

Materials and methods of research

The concept of «artificial intelligence» remains vague: in mass culture it is accompanied by
images of «killer robots» and antiutopic control systems, and in reality Al works at a more everyday
level - from consumer electronics to translation services. As K. Piper notes, the discussion of artificial
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intelligence is often accompanied by confusion and disinformation, since the term itself is used to
designate many different phenomena [5]. The terminological confusion is further exacerbated by the
debate about the philosophical ambiguity of the concept of «intelligence» itself, especially about the
possibility of creating Al with consciousness.

The problem of «dual purpose» of technologies is not new to the field of cybercrime and
Cybersecurity: Al can be used both for attack and defense - including for the prevention and detection
of offenses. While Al can be used to attack government structures, governments also use it to expand
their capabilities, such as monitoring, tracking, and protecting critical infrastructure. At the same time,
the spread of Al creates new gaps, as there are cases of its negative and evil use.

One of the legal areas of application of Al is crime prevention and detection systems, although
there is also a reverse side to this-the likelihood of abuse of this technology for illegal activity. An
illustrative example of the «dual expediency» of such systems is the case when an autonomous
software agent, created by Swiss researchers, independently purchased a batch of a prohibited
substance through one of the sites on the darkweb [6]. At the same time, research in the field of attacks
used against artificial intelligence models shows that minor changes made specifically for input data
can seriously distort the results of the work of such systems [7; 8], which opens up space for new types
of abuse. The main problem is the use of systems that do not belong to the category of «artificial
superintelligenc» by criminals to automate, provide and expand the scope of certain types of
cybercrime, as well as the emergence of previously absent, fundamentally new opportunities for
committing offenses in the digital environment.

The term «technoetics» was introduced in 1974 by the philosopher Mario Bunge to designate the
special responsibility of engineers and technologists in the development of the ethical component of
technologies. Ethics is generally defined as a system of normative judgments about morally appropriate
behavior rather than descriptive; while technoetics is an interdisciplinary field that establishes the
appropriate attitude to the use of technologies in specific situations, combining deontological,
conceptualist and utilitarian approaches. It covers both established areas such as bioethics, engineering
ethics, computer ethics, and new areas such as Neuroethics.

According to R. Luppicini, the task of technoetics is to establish a dialogue on the ethical use of
technologies, their protection from illegal use and the formation of principles that direct technological
progress to the public good in various social contexts and ethical dimensions. It should be noted that
technoetics is a rapidly developing field of ethics associated with the rapid development of
technologies and their integration into everyday life; it relies on extensive knowledge of areas such as
information and communication theory, Social Sciences, Technical and Natural Sciences, Applied
Ethics and philosophy [9].

Results and its discussion

Technological progress, affecting economic dynamics, creates new forms of inequality at the
level of the labor market, regions and countries. For example, a joint study by Dell Technologies and
the Institute for the Future showed that a person's dependence on machines gradually develops into a
cooperative relationship, in which a person brings such qualities as creativity, purposefulness and
entrepreneurship. Discussions of Al ethics traditionally focus on negative effects, although there are
many examples of the useful use of Al on a daily basis. It is also important to consider potential
benefits, such as increased efficiency and productivity, which, according to the European Commission's
high-level group of Al experts, contribute to well-being, which is itself an ethical value. Recently, such
discussions are also considered more and more often from the point of view of politics. Among the
main ethical issues, the following are distinguished: violation of data confidentiality; leakage of
confidential information; spread of disinformation and deepfakes; lack of supervision and
responsibility; risks associated with the use of facial recognition technologies, labor automation,
monitoring of health status. The situation when the chatbot of one of the largest technological
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companies began to make offensive and discriminatory statements as a result of interaction with users
is a visual example of the intensification of algorithmic prejudice. Similar risks arise when using
automatic content moderation systems, such as determining the language of hatred on the Instagram
social network.

The real danger lies not in the hypothetical dominance of the «superintelligence», but in the fact
that modern systems are not perfect enough to solve the tasks set: the intelligence of machines will
continue to be improved, although in the near future it is unlikely to reach the level of human
intelligence. The need to develop human skills and values capable of overcoming the resulting gap and
mitigating the risks posed by powerful Al systems in the context of modern complex communities is
growing. The key to eliminating such risks is to invest in human capital and conduct responsible
monitoring of artificial intelligence, which will allow maintaining public confidence in this technology.

Despite the fact that more than fifteen years have passed since the widespread adoption of social
networks, augmented reality technologies and artificial intelligence, a significant part of criminological
research still traditionally focuses on information systems and Internet technologies, considering them
either as objects of crime or as means of creating other, traditional types of criminal activity. Moreover,
many approaches are based on internal dualism: cybercrime is still viewed as a mirror or network
version of its counterparts in the physical world, differing from them in terms of creation and spatial
scope, but not differing in essence and internal nature. This situation shows that the traditional
criminological paradigm is not sufficiently adapted to describe qualitatively new deviant and criminal
forms of behavior that arise at the junction of digital technologies and artificial intelligence. In this
regard, the formation of an appropriate conceptual framework acquires direct practical significance not
only for theoretical, but also for law enforcement activities, as well as for the development of measures
to prevent relevant offenses.

In an attempt to determine the place of artificial intelligence in the system of criminological
knowledge, a number of terms can be found in the relevant scientific literature that are used to describe
the phenomenon in question: «cybercrime based on Al», «cybercrime based on Al», «Al-criminality»,
«harmful Al», «Evil used Al», «harmful and negative use of Al» [10] and a number of others. Such
terminological diversity indicates both the relative novelty of the phenomenon itself and the lack of a
single, generally recognized conceptual skeleton that can unite different research traditions [11].

Conclusion

The analysis confirms that the development of artificial intelligence and its integration into
everyday life radically transform the structure of criminality, erase the boundaries between the online
and offline worlds and form a new, «hybrid» reality in which classic criminological dichotomies are
deprived of explanatory power. Digital criminology, which relies on a technosocial and non-binary
approach, is an adequate methodological response to this criticism, which allows us to consider
criminality, victimization and justice as phenomena inextricably linked with the digital infrastructure of
society.

The main conclusion of the study is the thesis that the formation of technoetic norms has not been
completed, which can serve as a criterion for assessing the deviant or criminal nature of behavior,
which was indirect through digital technologies. In such conditions, an interdisciplinary approach that
combines criminology, the philosophy of Technology, Law and ethics, capable of ensuring a balanced
regulation in which technological progress does not contradict the principles of human rights and
justice, becomes especially important.

The results obtained form the basis for further development of proposals for improving criminal
legislation in terms of regulating legal relations related to the use of artificial intelligence, and can also
be used in educational activities in the training of specialists in the field of digital criminology and law.
The prospects for further research are associated with an empirical study of specific forms of Al-
criminality, the development of criteria for the technoetic assessment of online behavior and the
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formation of a regulatory framework equivalent to the reality of a «hybrid» world.

References

1. Schneier B. Inside the twisted mind of the security professional. // Wired. — 2008. — 20
march. — URL: https://www.wired.com/2008/03/securitymatters-0320/

2. Mayer D. Why Google was smart to drop its «Don’t Be Evil» motto // Fast Company. — 2016.
— 9 february. — URL.: https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-
dont-be-evil-motto

3. Ife C. C., Davies T., Murdoch S. J., Stringhini, G.. Bridging information security and
environmental criminology research to better mitigate cybercrime. — 2019. — 35 p. —
arXiv:1910.06380. — DOI: 10.48550/arXiv.1910.06380.

4. Interpol and UNICRI. Artificial intelligence and robotics for law enforcement. INTERPOL,
United Nations Interregional Crime and Justice Research Institute. — Lyon: INTERPOL; Turin:
UNICRI, 2019. — 44 p. — URL.: https://www.interpol.int/content/download/13060/file/INTERPOL -
UNICRI%2015t%20A1%20and%20Robotics%20Report.pdf

5. Piper K. The case for taking Al seriously as a threat to humanity. // Vox. — 2018. — 21
december.  — URL: https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-
intelligence-machine-learning-safety-alignment

6. Kasperkevic J. Swiss police release robot that bought ecstasy online. // The Guardian. — 2015.
— 21 april. — URL.: https://www.theguardian.com/technology/2015/apr/21/swiss-police-release-robot-
random-darknet-shopper-ecstasy.

7. Huang S., Papernot N., Goodfellow I., Duan Y., Abbeel, P. Adversarial attacks on neural
network policies. // — 2017. — arXiv:1702.02284. — DOI: 10.48550/arXiv.1702.02284.

8. Goodfellow 1. J., Shlens J., Szegedy C. Explaining and harnessing adversarial examples. // —
2015. — arXiv:1412.6572. — DOI: 10.48550/arXiv.1412.6572.

9. Yampolskiy R. V. Taxonomy of pathways to dangerous Al. — 2015. — arXiv:1511.03246. —
DOI: 10.48550/arXiv.1511.03246.

10. Ciancaglini V. et.al. Malicious uses and abuses of artificial intelligence. Trend Micro
Research, United Nations Interregional Crime and Justice Research Institute, Europol’s European
Cybercrime Centre. — 2020. — URL.:
https://www.europol.europa.eu/cms/sites/default/files/documents/malicious_uses_and_abuses_of _artifi
cial_intelligence_europol.pdf

11. Brundage M., Avin S., Clark J. et al. The malicious use of artificial intelligence: forecasting,
prevention, and mitigation. Il — 2018. — 101 p. — URL:
https://www.eff.org/files/2018/02/20/malicious_ai_report_final.pdf

9aeduerrep Ti3imi

1. Schneier B. Inside the twisted mind of the security professional. // Wired. — 2008. — 20
march. — URL.: https://www.wired.com/2008/03/securitymatters-0320/

2. Mayer D. Why Google was smart to drop its «Don’t Be Evil» motto // Fast Company. — 2016.
— 9 february. — URL.: https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-
dont-be-evil-motto

3. Ife C. C., Davies T., Murdoch S. J., Stringhini, G.. Bridging information security and
environmental criminology research to better mitigate cybercrime. — 2019. — 35 p. —
arXiv:1910.06380. — DOI: 10.48550/arXiv.1910.06380.

4. Interpol and UNICRI. Artificial intelligence and robotics for law enforcement. INTERPOL,
United Nations Interregional Crime and Justice Research Institute. — Lyon: INTERPOL,; Turin:
UNICRI, 2019. — 44 p. — URL: https://www.interpol.int/content/download/13060/file/INTERPOL -

517


https://www.wired.com/2008/03/securitymatters-0320/
https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-dont-be-evil-motto
https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-dont-be-evil-motto
https://arxiv.org/abs/1910.06380
https://www.interpol.int/content/download/13060/file/INTERPOL-UNICRI%201st%20AI%20and%20Robotics%20Report.pdf
https://www.interpol.int/content/download/13060/file/INTERPOL-UNICRI%201st%20AI%20and%20Robotics%20Report.pdf
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-intelligence-machine-learning-safety-alignment
https://www.theguardian.com/technology/2015/apr/21/swiss-police-release-robot-random-darknet-shopper-ecstasy
https://www.theguardian.com/technology/2015/apr/21/swiss-police-release-robot-random-darknet-shopper-ecstasy
https://arxiv.org/abs/1702.02284
https://arxiv.org/abs/1412.6572
https://arxiv.org/abs/1511.03246
https://www.europol.europa.eu/cms/sites/default/files/documents/malicious_uses_and_abuses_of_artificial_intelligence_europol.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/malicious_uses_and_abuses_of_artificial_intelligence_europol.pdf
https://www.eff.org/files/2018/02/20/malicious_ai_report_final.pdf
https://www.wired.com/2008/03/securitymatters-0320/
https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-dont-be-evil-motto
https://www.fastcompany.com/3056389/why-google-was-smart-to-drop-its-dont-be-evil-motto
https://arxiv.org/abs/1910.06380
https://www.interpol.int/content/download/13060/file/INTERPOL-UNICRI%201st%20AI%20and%20Robotics%20Report.pdf

K.)Ky06anoB ateiHmarsel AKTe0€ OHIpIIIK YHUBEpCUTETIHIH Xabapmibickl, Ne3 (85), keipkyiiek 2026
DKOHOMHUKA KOHE KYKBIK-DKOHOMHUKA U mpaBo-Economics and law

UNICRI1%201st%20A1%20and%20Robotics%20Report.pdf

5. Piper K. The case for taking Al seriously as a threat to humanity. // Vox. — 2018. — 21
december. — URL: https://www.vox.com/future-perfect/2018/12/21/18126576/ai-artificial-
intelligence-machine-learning-safety-alignment

6. Kasperkevic J. Swiss police release robot that bought ecstasy online. // The Guardian. — 2015.
— 21 april. — URL.: https://www.theguardian.com/technology/2015/apr/21/swiss-police-release-robot-
random-darknet-shopper-ecstasy.

7. Huang S., Papernot N., Goodfellow I., Duan Y., Abbeel, P. Adversarial attacks on neural
network policies. // — 2017. — arXiv:1702.02284. — DOI: 10.48550/arXiv.1702.02284.

8. Goodfellow . J., Shlens J., Szegedy C. Explaining and harnessing adversarial examples. // —
2015. — arXiv:1412.6572. — DOI: 10.48550/arXiv.1412.6572.

9. Yampolskiy R. V. Taxonomy of pathways to dangerous Al. — 2015. — arXiv:1511.03246. —
DOI: 10.48550/arXiv.1511.03246.

10. Ciancaglini V. et.al. Malicious uses and abuses of artificial intelligence. Trend Micro
Research, United Nations Interregional Crime and Justice Research Institute, Europol’s European
Cybercrime Centre. — 2020. URL.:
https://www.europol.europa.eu/cms/sites/default/files/documents/malicious_uses and abuses of_artifi
cial_intelligence_europol.pdf

11. Brundage M., Avin S., Clark J. et al. The malicious use of artificial intelligence: forecasting,
prevention, and mitigation. Il — 2018. — 101 p. — URL.:
https://www.eff.org/files/2018/02/20/malicious_ai_report_final.pdf

KACAHABI THTEJUIEKT K9HE U ®PJIBIK KbIJIMBICTBIJIBIK: TEXHO3TUKAJIBIK
TOCIJIAIH KOHTYPJIAPBI

XACAHOBA B.B.

XacanoBa Buxropusi BanenrnnoBHna - [lonuust moxnonkoBHuri, 11O oKiMIITIK KYKBIK KSHE SKIMIIITIK jKayanKepIuiIik
kadenpacsl 0acThIFbIHBIH opbiHOacapsl, Ka3akcran PecnyOnukacel [IM Masnkemkap bexenOaeB atbinaarsl AkreOe 3aH
WHCTUTYTHI, AKTOO€ K., KazakcTaH.

E-mail: vikakiper85@bk.ru, https://orcid.org/0000-0001-5579-1565

Anparna. Makana nudpiblK KPUMHHOJOTHSHBIH (DEHOMEHIH 3epTTeyre apHaJiFaH - OyJ KYKbIK Oy3ylIbUIap/IbIH
wacanapl uHTesvtekTTi (JKM) naiinanany osneyeriH 3epTTeiTiH, COHbIH imniHAe mapTThl Typae JKM-KbUIMBICTBUIBIK el
aTaJaThlH KbUIMBICTBUIBIKTEI KaMTHUTBIH KAJIBINITACHIN KeJe JKaTKaH FhUIBIMU OarbIT. 3epTTey OOBEeKTICI peTiHje OHJIalH-
kKoHe OQUIAH-IUBIHABIK apachIHAAFbl LIeKapajaplAbl JKOSATHIH LUQPIBIK KOFaM JKarJalblHAAFbl KbUIMBICTBUIBIK,
BUKTHMU3ALINS JKOHE 9111 COT aybiHaAbl; NoHI - JKV-1bl KbIIIMBICTBIK MaKcaTTa KOJJIAHYAbIH ToyeKemJiepi MEH 3THUKAIIBIK
acriekTiyiepi 60bIn TaObIa bl KYMBICTBIH MaKcaThl - KpUMHUHOJIOTHSIHBI, TEXHUKA (PHMIIOCO(HUICHIH KIHE KHOCPKYKBIKTEI
OipIKTIpETiH MMOHAPAJBIK, TEXHOJIEYMETTIK TOCUT HETi3iHAe TUPPIBIK KPUMHUHOJIOTUSHBIH IIEHOCPiH alKbIHAaY. 3epTTeyIiH
o/liCHaMaJIbIK HETI3IH CaJIbICTBIPMAaJIbI-KYKBIKTBIK, KYHETIK >KOHE KYpbUIBIMIBIK-(GYHKIHOHAIIBIK Talliay, COHAal-aK
00JDKaMIBIK MOJIENbJICY JIEMEHTTepi Kypalbl. ABTOMATTaHIBIPbUIFaH KuOepimaOysuinap, nuneikrepl renepanusiay,
AITOPUTMIIK ANASKTBIK JXOHE YCHIHBICTAp JKyHenepi apKpUIbl NalijaiaHylIbUIapAblH MiHEe3-KYIKBIH MaHUITYJSIHsIaY
CHUSIKTBI IIM(PIIBIK KBIJIMBICTBUIBIKTEIH KOpiHICTEPl KapacThIpblaapl. Kaibinrackln Kejie >KaTKaH TEXHOATHKA JIEBHAHTTHI
OHJIaH MiHE3-KYJIBIKTBI OarajayIblH TYPaKThl OJIIeMISPiH o1 93ipJieil amMaraHbl, al KOJIIaHBICTaFbl KYKBIKTBIK TETIKTED
aTOPUTMIIK JKOHE AaBTOHOMJBI KYKBIKKA KAaHWIIbl KBI3MET HBICAHAAPBIHBIH EPEKIICNIriH JKETKITIKCI3 ecKepeTiHi
KOPCETUITeH, OHBIH IIIiHAE AaBTOHOMJBI JKYHENepAiH KATBICYBIMEH JKayamnKepIIiuIKTI arpulynusuiay Moaceneci e
KaMTBUTFaH. | 'eHepaTHBTI MOJeNbAep i MaiaanaHa OTHIPHII JKacaliFaH dpeKeTTep Il capajiay MocereepiHe KoHe MUMPIBIK
KBUIMBICTapbIH ISJIeNIey 0a3achlHAAFhl OJKBUIBIKTApFa €peKIle Hazap aydapbuiraH. KpUIMBICTBIK 3aHHAMAaHBI KETUIAIPY,
MaMaHIaHIBIPEUTFaH OimiM Oepy OarmapiaManapblH o3ipiiey KOHE aJaM MEH MallWHa areHTTUIIrT apachbIHIArbl IIeKapa
OapraH caliblH OYJIBIHFBIPJIAHBIN Oapa *aTKaH «THOPUATI» oJieM KarJaiblHAa KUOSpKBIIMBICIICH Kypecy YIIIH Kaapiap
Jlasipylay  KaXeTTirl HeTi3felreH, COHbIMEH KaTap KiHO MEH KacaKaHAJBIKTBIH JIOCTYPJIi MOJENBAEPIH KaiTa maibiMuay
Ka)KeT eKEeHi aTall eTiIreH.
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HaIPaBJICHUs, MCCIEOYIOIEro IOTCHIMANl HCIOJIb30BaHHs HCKycCTBeHHOro uHTteluiekta (M) mnpaBoHapymmrtensMu,
BKJIIOYAsi IPECTYITHOCTB, YCIOBHO MMeHyeMyto U -npecTynmHoCThI0. OOBEKTOM HCCIICNOBAaHMUS BBICTYNAIOT IPECTYIHOCTS,
BUKTUMHM3ALUS W MPAaBOCYAUE B YCIOBHAX IM(PPOBOrO OOIIECTBA, CTHPAIOIIME TPAHUIBI MEXIY OHIaWH- U odiaiiH-
PCAIbHOCTBIO; NPEAMETOM PUCKU U 3TUYCCKUE aCICKThI MIPUMEHCHUA J41%8:] MPECTYNHBIX LEIAX. HCHLIO pa60T1>1 SABJIIACTCA
oIpeJieJIeHue KOHTYpOB IHU(POBOW KPUMHHOJOIMM HA OCHOBE MEXIMCIMIUIMHAPHOTO, TEXHOCOIMAIBHOTO IOJIX0Ja,
00BEMHSIONIEr0 KPUMHHOJIOTHIO, (uinocopuio TEXHUKHM W KHOeprnpaBo. MeTOJONOTHYECKYl0 OCHOBY COCTaBHIJIM
CPaBHHUTENILHO-TIPABOBOM, CUCTEMHBIH M CTPYKTYPHO-(DYHKLIMOHAJBbHBIH aHaIHM3, a TaKXe DJIEMEHTHI IPOrHOCTHYECKOTO
MoJenupoBanus. PaccMarpuBaloTest Takue NposBiIeHUs U(POBON MPECTYITHOCTH, KaK aBTOMAaTH3UPOBAaHHbIE KHOEpaTaKky,
reHepanus JII/IH(I)efIKOB, AJITOPUTMHUYCCKOC MOIICHHUYCCTBO U  MAHUITYJIMPOBAHUC TMOBECIACHUEM MOJIb30BaTEIeH
MOCPEICTBOM PEKOMEHIATENbHBIX cucteM. IlokazaHo, 4yTo GopMupyOIascs TEXHOITHKA eIlle He BhIpadoTala yCTOHYMBBIX
KPUTEPUEB OLICHKH JCBHAHTHOTO OHJIAI{H-TIOBEACHMS, a ACHCTBYIOLINE NPABOBBIC MEXaHU3Mbl HEIOCTATOYHO YYUTHIBAIOT
crielin(pUKy aNrOpUTMHUYECKUX W AaBTOHOMHBIX (POPM NPOTHUBOIPABHOM NESITENBHOCTH, BKJIIOYAs NpOOIeMy aTpHOyLUH
OTBETCTBEHHOCTH MNPH YYaCTHH aBTOHOMHBIX cucTeM. Oco0oe BHHMaHHE YACICHO BONPOCAM KBATH(DHKALMHM ACSHHUIL,
COBEpIICHHBIX C HCIOJB30BAaHHEM TI'CHEPATUBHBIX MOJCNeH, W mpoOenaM B JOKa3aTeNbCTBEHHOH Oa3e UH(POBBIX
npectyiiieHuid. OOoCHOBaHa HEOOXOAMMOCTh COBEPLICHCTBOBAHWS ~YTOJOBHOTO 3aKOHOIATENICTBA, Pa3padOTKH
CHEeNMaTU3UPOBAHHBIX 00pa30BaTeIbHBIX IIPOrPaMM M IOATOTOBKH KaJpOB IS MPOTHUBOJACHCTBUSA KHOEPIPECTYITHOCTH B
YCIIOBHUSX «THOPHIHOTO» MHUpA, IZie TPaHb MEXAY YeJIOBEYECKOW M MallMHHON areHTHOCTBIO CTaHOBHTCS Bce Ooliee
Pa3MBITOM, a TPAJUIIMOHHBIE MOJIENIH BHHBI U YMBICTA TPEOYIOT IEPEOCMBICICHUS.

KaioueBble cJjioBa: HCKYCCTBEHHBIH HMHTEIUIEKT, KHOEPIPECTYIHOCTh, IIPaBO, IPECTYMHOCTh, TEXHOITHKA,
uuQpoBasi KPUMHUHOJIOTHSL, IIU(QPOBBIE TEXHOIOTHH.
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