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Abstract. The use of unmanned aerial vehicles (UAVSs) for unlawful purposes - smuggling, espionage, and the
preparation of terrorist acts is becoming an increasingly acute problem for Kazakhstan's law enforcement system, and
this article is devoted precisely to that issue: how law and law enforcement practice are coping with this new type of
threat. The author examines what current legislation has to say on the matter from civil aviation regulations to the
provisions of the Criminal Code establishing liability for the unlawful use of drones and demonstrates where these
norms function effectively and where they fall short. Particular attention is given to the practical dimension of the
problem: how internal affairs bodies actually detect, suppress, and investigate crimes of this kind, and what difficulties
they encounter in recording violations and gathering evidence. One of the study's key findings is that the country still
lacks a clear mechanism for identifying UAV operators, and that inter-agency coordination frequently remains
inconsistent. On this basis, the author proposes concrete measures to remedy the situation: establishing effective inter-
agency coordination, introducing technical countermeasures against the unlawful flight of drones, and training law
enforcement personnel to address this new category of threats.
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Introduction

The rapid spread of unmanned aerial vehicles (UAVS) [1] changed the nature of the use of
airspace and gave rise to new types of public relations. Along with useful applications in logistics,
monitoring, geodesy and agriculture [2], the threat of criminal use of drones has increased:
terrorism, illegal exploration of strategic facilities, transportation of prohibited substances, violation
of the border regime, invasion of privacy. The phenomenon is becoming cross-border in nature,
which indicates the insufficiency of traditional mechanisms of legal regulation and necessitates the
improvement of institutions of control, registration, licensing and responsibility.

The relevance of the topic is determined by three factors: the expansion of the availability and
functionality of UAVS in the context of digitalization; the incompleteness of national legislation
and the presence of legal gaps; the increasing role of international cooperation and the need to
harmonize legal norms. Kazakhstan is also implementing separate projects for the development of
unmanned aircraft in order to ensure the safety of the population and territories in emergency
situations [3], which confirms the practical importance of improving the legal regulation of this
area.

The purpose of the study is to analyze the legal and organizational foundations of ensuring
public safety in the context of criminal offenses committed using UAVS in the Republic of
Kazakhstan, assess their effectiveness and substantiate areas for improvement. To achieve this goal,
the following tasks have been set: to systematize the types of illegal use of UAVS; to analyze the
national regulatory framework; to study the organization of law enforcement agencies; to identify
current problems of law enforcement practice and propose ways to solve them.

Materials and methods of research

The research materials included the Law of the Republic of Kazakhstan «On the Use of the
Airspace of the Republic of Kazakhstan and Aviation Activities», the Code of Administrative
Offences and the Criminal Code of the Republic of Kazakhstan, by-laws of the authorized civil
aviation authority, as well as scientific publications, analytical reports and materials of law
enforcement and law enforcement practice in Kazakhstan and foreign countries, including the
experience of the European Union and the United States in the sphere of regulation of unmanned
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aircraft systems.

To achieve this goal, a set of general scientific and special legal methods was used. The
formal legal method is used in the analysis of the content of the norms of the current legislation of
the Republic of Kazakhstan regulating the use of airspace and responsibility for its violation. The
comparative legal method was used in comparing Kazakhstan's regulation with the legislation of the
European Union and the United States, in particular with the UAV categorization system and the
requirements for remote identification (remote ID). The method of systematization and
classification is used to group offenses committed using UAVS according to the level of public
danger. The system-structural method allowed us to consider the institutional system of
counteraction as a set of interrelated entities (the Ministry of Internal Affairs, the National Security
Committee, the Ministry of Defense, the Civil Aviation Committee). The methods of analysis,
synthesis and generalization were used to evaluate the effectiveness of existing mechanisms and
formulate proposals for improving legal regulation and technological control.

Results and its discussion

Classification of offenses committed using UAVS

The application of the systematization method made it possible to identify six categories of
offenses according to their functional purpose and the level of public danger. The first category is
acts against national security (terrorism, sabotage, attacks on strategic facilities); an illustrative
example is drone strikes on Saudi Arabia's oil refineries in 2019, which affected global energy
security. For Kazakhstan, this threat is relevant in relation to the oil and gas sector and transport
hubs.

The second category is the transportation of drugs and prohibited substances, including
delivery to correctional institutions; similar cases of suppression have been recorded in Kazakhstan.
The third category is illegal intelligence and information gathering using high - resolution cameras
and thermal imagers near military and strategic facilities. The fourth is the violation of the border
regime and cross - border crimes, the risk of which for Kazakhstan is increased by the length of the
continental border. The fifth category is invasion of privacy (covert filming of residential areas),
violating the constitutional principle of privacy. The sixth is the violation of public order and flight
safety regimes, including cases of interference near airports.

The threats associated with UAVs manifest themselves systematically and affect
infrastructure, information and national security. The approach of drones to oil and gas complexes,
power plants and airports can disrupt production processes; the 2018 incident at Gatwick Airport
(Great Britain), where hundreds of flights were canceled, is indicative. Cases of unauthorized drone
launches near the international airports of Almaty and Astana have been recorded in Kazakhstan.
The use of UAVs for terrorist purposes is particularly dangerous, requiring special technical and
organizational counteraction measures [4].

Remote control makes it difficult to identify the operator and complicates the proof. The
possibility of circumventing border controls creates new forms of cross-border crime, and
videotaping residential areas violates the constitutional rights of citizens. A technological
vulnerability is the risk of control interception (in particular, through GPS spoofing), and mass
events and crowded places remain high-risk areas during uncontrolled flights.

The legal basis for the use of UAVS in Kazakhstan is the Law of the Republic of Kazakhstan
dated July 15, 2010 Ne 339-IV «On the use of the Airspace of the Republic of Kazakhstan and
Aviation Activitiesy, the Code of Administrative Offences, the Criminal Code, as well as the Rules
for the Use of Unmanned Aircraft Systems in the airspace of the Republic of Kazakhstan, approved
by the authorized body of civil aviation. The use of airspace is carried out on a permissive basis:
UAV flights are subject to approval and registration in cases prescribed by law, which generally
corresponds to the practice of foreign countries regulating the import and turnover of unmanned
vehicles [5].

The Administrative Code of the Republic of Kazakhstan provides for administrative liability
for violation of the rules for the use of airspace; issues of administrative and legal regulation of the
use of unmanned vehicles remain the subject of independent scientific research [6]. In practice,
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aircraft confiscation is applied, and the increase in fines discussed in 2025 reflects a tightening of
administrative policy in this area [7]. The current Criminal Code does not contain any special
criminal law norms that establish UAVs as a qualifying feature: offenses committed with their use
(terrorism, intelligence, smuggling, interference in private life) are classified according to general
principles, and the drone is considered only as an instrument of committing an act.

The analysis shows a number of gaps: insufficient systematization of requirements for
individuals; weak automation of accounting and control; lack of differentiating criminal law norms.
In comparison with the practice of the European Union (open/specific/certified categories,
mandatory remote identification system - remote ID), the national regulation of Kazakhstan is at the
initial stage of digitalization of control.

Countering the illegal use of UAVs is provided by the Ministry of Internal Affairs, the
National Security Committee, the Ministry of Defense, the Civil Aviation Committee and local
executive bodies. The Ministry of Internal Affairs implements the functions of detecting and
suppressing offenses through patrol and criminal police; at the same time, positive experience is
accumulating in the use of UAVs by law enforcement agencies themselves in the detection and
investigation of crimes [8]. The National Security Committee and the Border Guard Service are
countering the use of drones for terrorist, intelligence and cross-border purposes. The air defense
forces monitor the airspace with radar equipment, the effectiveness of which is limited in relation to
small-sized UAVs, which necessitates the use of electronic countermeasures. The Civil Aviation
Committee performs licensing and registration functions, but digital monitoring systems for small
drones are not sufficiently developed.

Interagency cooperation remains a key organizational condition - the rapid exchange of
information and coordination of actions, in particular during major international events when
temporary airspace restrictions are imposed. The preventive direction involves the development of
registration, training and licensing of users, as well as the introduction of geofencing and remote
identification, which is only partially implemented in Kazakhstan.

The first direction is the formation of a systematic legislative act regulating the classification
of UAVs, the registration procedure, flight zones, rights and obligations of operators, taking into
account the comparative experience of regulating unmanned aircraft systems in foreign countries
[9]. The second is to clarify criminal and administrative liability by introducing differentiating
features of the use of UAVs, by analogy with the practice of the United States (Federal Aviation
Administration, FAA). The third is to improve the licensing system and mandatory training for
operators, including amateur users, as implemented in Germany and France.

The fourth direction is the digitalization of airspace management through UTM (Unmanned
Traffic Management) / U-space systems, which allow real-time flight coordination. Fifth,
strengthening international cooperation, including within the framework of Interpol and ICAO, to
exchange information on cross-border offenses; the relevance of this area is confirmed by the
tightening of regulation of UAV flights discussed in Kazakhstan in 2025 [10], as well as issues of
legal support for the use of UAVs raised at international scientific and practical venues [11].

The effectiveness of the counteraction directly depends on the development of technical
means for detecting and identifying small UAVs, the accuracy of which remains low with existing
radar systems. International practice demonstrates the effectiveness of integrated monitoring (RF
detection, video surveillance, acoustic sensors) and the Remote ID system, which is mandatory in
the European Union. In Kazakhstan, such complexes are used point-by-point, there is no single
database of registered UAVs.

The tasks of implementing automatic geofencing, neutralization tools (radio frequency
suppression, forced landing), a unified digital registration and authorization platform (similar to
UTM in France), as well as video analytics systems based on artificial intelligence within the
framework of smart city projects remain relevant. Special attention should be paid to the personnel
training of law enforcement officers, the cybersecurity of UAV navigation systems (the risk of GPS-
spoofing) and the involvement of the private sector in protecting critical infrastructure facilities.
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Conclusion

The conducted research shows that the threat to public safety from criminal offenses
committed using UAVs in the Republic of Kazakhstan is systemic and affects the legal, institutional
and technological spheres. The current legislation regulates the use of airspace in general terms, but
does not contain special rules that take into account the features of UAVs as a means of committing
offenses, which makes it difficult to uniformly qualify and assess the public danger of acts.
The organizational system of interdepartmental interaction has not been fully formed, and the
technical means of detecting, identifying and neutralizing small drones have been implemented
point-by-point. International experience (Remote ID, geofencing, UTM, RF detection complexes)
confirms the effectiveness of such tools in reducing the number of offenses. To increase the level of
public safety, it is necessary: systematization of the legal regulation of UAVs, differentiation of
criminal and administrative responsibilities, digitalization of airspace control, strengthening
interdepartmental coordination and expansion of international cooperation — which will bring
national legislation in line with international standards.
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Anparma. YUIKBIIICHI3 VINYy ammaparTapblH KYKBIKKA Kapchl Makcarrapia - KOHTpaOaHIa, THIHIIBLIBIK,
JMAHKECTIK aKT JalbIHAAy CHSAKTBI opeKeTTepe maimanany Ka3zakcTaHHBIH KYKBIK KOpFray Kylieci yuiH OapraH calbIH
OTKIp Macelere aifHaIIy1a, )oHe MaKaja I OCHl CYpaKKa apHaJFaH: KYKBIK ITeH KYKBIK KOJIaHy TaxipuOeci KarepiH
’KaHa TYpiMEH Kallaii Kypecim >kaTblp. ABTOpP OCBHl Macene OOMBIHIIA KOJNJAHBICTAFbl 3aHHAMAHBIH HE aWTaTHIHBIH
TaJmaiabl a3aMaTTHIK aBHAlMs HOpMaJapbhlHaH OacTam APOHIAPABl 3aHCHI3 KOJNJAHFAHBI YIIH JKayarmKepIIiUTiKTI
Ke3aeiTiH KpIIMBICTHIK KoZieKe OanTapbIHa JIeiiH jkoHe OChl HOpMaapIblH Kall TYCTa )KYMBIC ICTCHTIHIH, al Kai TycTa
aKcamn JKaTKaHBIH KepceTedi. MoceNeHiH MPaKTUKAaJbIK JKaFblHA 06JIeK TOKTAlFaH: IMIKi iCTep OopraHgaphl OCBIHAAN
KBUIMBICTap/Ibl HAKTHI KaJall aHBIKTAi/Ibl, KOJBIH KECEJIl KOHE aIlajpl, OY3YIIBUIBIKTAPAbI TIipKEy MEH IdJelieMerep
JKUHAY Ke3iH/e KaHAal KUBIHABIKTapFa Tam 0osaabl. JKYMBICTBIH HETI3ri KOPBITHIHABLIAPBIHBIH Oipi  €J1/1¢ YIIKBIIICHI3
YIIIy amnfapartapbl ONepaTopiapbiH COMKECTSHIIPY/IIH HAKThI TETIT1 9JIi JIe JKOK, ajl BEAOMCTBOAPAJIBIK 63apa iC-KUMBLT
ke0iHe yiecnereH Kyhae Kanbn oThip. OChIIaH MIbIFa OTHIPHIT, aBTOP JKaFAaljIbl Ty3eTy OOMBIHIIIA HAKTHI KaJaMap
YCBIHABI: BEIOMCTBOAPANIBIK YHICCTIpYIi KOJIFa KOO, MPOHIAPABIH 3aHCHI3 YINybIHA KApPChl 1C-KMUMBUI JKACANTHIH
TEXHHUKaJbBIK KypajiJaplbl €HTi3y jKoHe KYKbIK KOpFay OpraHiapbl KbI3METKepJIepiH KaTeplliH >XaHa TYpIMEH >KYMBIC
icTeyre yiipery.

Tyitin ce3mep: KOFaMJIbIK Kayircizfmik, ¥ ¥A, KBUIMBICTBIK KYKBIK OY3yIIBUIBIKTAp, KYKBIKTBIK PETTEY,
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AnHoTanusi. Vcrons30BaHne OECIIIIOTHBIX JIETATSIBHBIX alllapaToB B MPOTUBONPABHBIX IEJAX - KOHTpaOaH/e,
IIMAOHAXE, TOATOTOBKE TEPPOPHCTUUCCKUX AKTOB CTAHOBHTCA BCE Ooilee  OCTpoil  mpoOmemoit s
MPABOOXPAHUTEIILHOW CcUCTeMbl Ka3zaxcraHa, W CTaThs TMOCBSIICHA HMMEHHO 3TOMY BOIPOCY: Kak MpaBO U
MPABOIPUMCHHUTENIbHAS MPAKTHKA CIPABIIIOTCS C HOBBIM BHIOM YTPO3bl. ABTOp pa3OHpacT, YTO TOBOPHUT MO ITOMY
MOBONYy JCHCTBYIOIIECE 3aKOHOAATEIILCTBO OT HOPM TPAXKAAHCKONH aBHAIMM JO CTaTeii YTOJOBHOTO KOJEKCa,
MPEeyCMaTPHUBAIOIINX OTBETCTBEHHOCTh 33 HE3aKOHHOE IPUMEHEHHUE IPOHOB, U MOKA3BIBACT, ITIC 3TH HOPMBI pabOTaloT,
a rae maroT cOoil. OTAeabHO 3aTPOHyTA MPAKTHYCCKAsl CTOPOHA JieNia; KaK MIMEHHO OPTaHbl BHYTPEHHUX JICJT BBISIBIISIOT,
MPECEeKalOT M PACKPBIBAIOT IPECTYIDICHWS TAKOTO PO, ¢ KaKUMH TPYTHOCTSAMH CTaJKHUBAIOTCS TPU (QHUKCAIIUU
HapymeHnid u cOope moka3zaTenscTB. OAMH W3 KIIIOYEBBIX BBIBOJOB pabOTHI B CTpaHE IO CHUX IOP HET YETKOTO
MexaHm3Ma wunaeHTHukamuu omepatopoB BIIJIA, a B3anMmozeicTBHE MEXIy BEIOMCTBAMH YacTO OCTa&Tcs
HECOITIACOBAaHHBIM. VICXOms W3 3TOTO, aBTOP MpeaiaracT KOHKPETHBIC IIATH TI0 WCIIPABIICHUIO CHTYAITMH: HAaJaJHUTh
ME)KBEJJOMCTBEHHYIO KOOPAMHAIINIO, BHEIPUTH TEXHIUECKUE CPENICTBA POTUBOACHCTBIS HE3aKOHHBIM ITOJIETaM APOHOB
1 00yYUTH COTPYIHHIKOB IIPABOOXPAHUTEIHHBIX OPTaHOB PaboTe ¢ HOBBIM THUIIOM YTPO3.

KaroueBbie ciaoBa: oOmniectBeHHass Oe3omacHOcTh, BIIJIA, yromoBHbIC NpaBOHAPYIICHHS,

HPaBOBOE
peryaupoBaHue, OpraHU3al[MOHHbBIC MEPBI, MPABOOXPAHUTEIBHBIC OPraHbl, HAIIMOHAIbHAS 6€30MaCHOCTb.
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